
 
Online Privacy, Confidentiality and User Safety Procedures 
 

This Online Privacy Policy is intended to describe how The Center for Hope and 
Healing, Inc (CHH) handles information gathered on our website. By visiting 
www.chhinc.org, you agree to follow the terms and conditions of this Online 
Privacy Policy. CHH may change these terms and conditions from time to time 
without prior notification? , so please consult these terms and conditions regularly 
for any such changes. Your privacy and security are very important to us. The 
following information will help you understand what information we collect online, 
and how we handle that information once we collect it. This policy will tell you if 
we disclose that information to anyone, and what choices you have regarding 
how we use that information. Please note that this Online Privacy policy applies 
only to www.chhinc.org and to the CHH website, and not to any other website of 
CHH or of any other organizations to which we may link or that may link to us.  

 
1. Collection of Information About You 

The web-based chat is staffed by trained crisis advocates to help you during 
online sessions and CHH provides supervisors to help monitor online sessions. 
Any information that you share during a CHH web chat session will be viewed by 
the advocate assisting you, and may also be viewed by one or more supervisors 
from CHH for quality control purposes.  

 
a. If you provide feedback through an anonymous feedback survey following 

your session, that feedback may be shared with the advocate assisting you, 
and with personnel at CHH, if applicable. However, the feedback will be 
anonymous, and we will not ask for your name or any personal information, or 
attach any feedback to information that you provide during your online 
session.  

 
 b. Personally Identifiable Information: 
“Personally Identifiable Information” is information about you that would identify 
you, such as your name or address. CHH’s web chat is intended to be an 
anonymous service and you will NOT be asked to provide your name, address, 
telephone number or e-mail address, at any time during your use of the web 
chat. In actuality, CHH specifically requests, for your own safety and anonymity, 
that you do not provide any such Personally Identifiable Information when you 
use the web chat.  

 
Note that while no Personally Identifiable Information will be asked, advocates 
may ask your city and state in order to provide you with local referrals for ongoing 
support.  

 
The information and text conveyed by you to our advocates during your online 
chat session is intended to be part a private conversation between you and the 
advocate, and will NOT be recorded, stored, saved, or catalogued by CHH other 
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than any information provided that is not Personally Identifiable Information and 
which will be used only in aggregate reports. Additionally, in order to determine 
usage levels and average session length, and for other record keeping purposes, 
an entry will be made in a database containing the start and stop time of each 
session. 

 
Aggregate Data & Cookies: Aggregate Data & Cookies: We automatically 
gather, or aggregate, certain usage information, such as the number of users of 
the web chat, length of stay, and other anonymous data such as topics 
discussed. This data cannot be used to identify you personally, and helps us to 
determine how often the web chat is being used, at what times of the day, and 
other useful statistics. CHH does NOT place any permanent or "persistent" 
cookies on your computer.  

  2.  How We Protect Your Security 

CHH stores information on a secure server that is only accessible by CHH 
employees or contractors, pursuant to the terms described above. However, as 
previously noted, we may aggregate certain information. Again, we do not store 
transcripts of communications over the web chat. 

We care about the security of your personal information, and therefore have 
chosen to use ResourceConnect as a security solutions provider. 

We employ different security techniques to protect your personal information 
from unauthorized access by users inside and outside of our organization, 
including standard encryption practices. We will not share your information 
with any third parties.  

You should be aware, however, that "perfect security" does not exist 
anywhere on the Internet. ALTHOUGH WE BELIEVE WE TAKE 
APPROPRIATE MEASURES TO SAFEGUARD AGAINST 
UNAUTHORIZED DISCLOSURES OF INFORMATION, WE CANNOT 
ASSURE YOU THAT YOUR PERSONALLY IDENTIFIABLE 
INFORMATION OR COMMUNICATIONS WITH THE CHH WEB CHAT 
WILL NEVER BE DISCLOSED IN A MANNER INCONSISTENT WITH 
THIS POLICY, AND MAKE NO REPRESENTATIONS OR WARRANTIES 
REGARDING THE SUFFICIENCY OF OUR SECURITY MEASURES. 

Always be careful and responsible regarding your personal information. 
We are not responsible for, and cannot control, the use by others of any 
information, which you provide or divulge to them, purposefully or 
inadvertently. Please note that the owner of any computer/device on which 
you access the web chat may have the right to access computers that it 
owns or has provided. We do not control the privacy policies of others. 

For more information on how to keep your computer/device safe, please 
read our User Safety Procedures.  



 
User Safety Procedures. 

The following are precautions that you can take to make your computer/device as safe 
as possible so that your privacy is protected. 

Cache and History Cleaning and Erasing Cookies 
Once you have finished your session with a CHH advocate it is important 
that you clean your cache and history and erase the cookies on your 
computer or mobile device, so that people are not able to go onto your 
computer/device and check up on what you have been doing. The 
following is step-by-step directions on how to clean the cache and history. 
The directions are operating system and browser specific, so make sure to 
pay attention to the relevant information for your computer/device. 

IMPORTANT NOTE: 
If you have any reason to suspect that someone may be tracking your 
computer or mobile device usage, please think carefully about whether or 
not you will want to complete these privacy steps. If someone is tracking 
your usage, they may grow suspicious if all records of internet activity, call 
logs, etc. disappear. 

What is Cache? 
The cache is an area of the hard disc where web pages are stored when a 
page is downloaded from the internet. It allows for recently viewed pages 
to be viewed more rapidly or even offline. 

What is History? 
A list of the different URLs (or websites) you have visited. This is what fills 
in the URL line for you when you are returning to a website you have 
visited before. 

To see your history on a Mac, type Apple + H. 

To see your history on a PC, type Control + H. 

What Are Cookies? 
Cookies are storage files that collect personal information that you have 
provided to particular vendors on the internet (e.g., your name, address, 
phone number, things you have ordered, etc.). Only information you have 
provided is stored and cookies are used to speed up the interactive 
process when you are online with a vendor. For example, when you go to 
Amazon.com you may notice that the advertisements seem to be relevant 
to your interests, that is because your reading and music preferences are 
stored in cookies so that the web page can advertise specific deals that fit 
your taste. 



 
Further Steps You Can Take to Protect Yourself 
Updating Windows: 
If you use a Windows operating system, you may want to make sure that 
your Windows is as up-to-date as possible. For information on how to do 
this go to "Use Microsoft Update to Help Keep Your Computer/device 
Content" 
(http://www.microsoft.com/athome/security/update/msupdate_keep_curren
t.mspx) 

Protecting Yourself from Viruses and Spyware: 
If you don't already use up-to-date anti-virus and anti-spyware programs in 
order to keep your computer/device safer, we recommend that you either 
buy or download a free program that will help to protect you and your 
computer. 

In order to facilitate your obtaining such programs we have provided you 
with links that will direct you to both free and paid anti-virus and anti-
spyware programs. 

Free Software: 
Google Pack (http://download.cnet.com/Google-Pack-beta/3000-2071_4-
10490038.htm) 

Freebyte's Guide to Free Anti-Virus Software 
(http://www.freebyte.com/antivirus/) 

Tech Support Alert's List of the 46 Best Freeware Utilities 
(http://www.techsupportalert.com/best_46_free_utilities.htm) 

The Anti-Spyware Guide (http://www.firewallguide.com/spyware.htm) 
which has links to both free and paid programs 

Paid Software: 
Top Ten Anti-Virus Programs (http://anti-virus-software-
review.toptenreviews.com/) 

Top Ten Anti-Spyware Programs (http://anti-spyware-
review.toptenreviews.com/ 

 
Protecting Yourself from Keystroke Logging: 
Keystroke logging is when someone has installed hardware or software 
onto your computer/device that tracks all typing that you do. This means 
that they can trace everything you do on your computer/device from what 
you type to tracking down usernames and passwords. This is a dangerous 
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and aggressive form of tracking and can be a difficult thing to trace. For 
more information on how to see if you have keystroke logging, and 
what  possible options are for removal, visit the following article: 
https://www.techsafety.org/computerspyware 

Google Desktop Search 

Google Desktop Search is a popular tool that mimics the Google website 
search techniques on your personal computer/device so that you can 
search for files in your computer/device in a new and faster way. While 
this may be a nice feature and you may enjoy using it, it also poses a 
security threat because it can then save log-in names and passwords, 
save the webpages you go to (i.e., CHH), and store information that you 
access from CHH. 

Therefore, we suggest that if you have Google Desktop Search on your 
computer/device you disable it before using the CHH web chat so as to 
protect your private information. 
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